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Preface and disclaimers.

All trademarks, registered trademarks, service marks, company and product names contained in this document are property of
their respective owners, including but not limited to the following:

MSI is a trademark of Micro-Star Int'l Co., Ltd.

TYAN is a trademark of TYAN Computer Corporation.

AMD, Athlon and combinations thereof are trademarks of AMD Corporation.

Intel is a registered trademark of Intel Corporation.

ATl and Rage are trademarks and/or registered trademarks of ATl Technologies Inc.
Winbond is a trademark of Winbond Electronics Corporation.

IBM, PC, AT, PS/2 are trademarks of International Business Machines Corporation.
Hitachi is a registered trademark of Hitachi, Ltd.

Samsung is a registered trademark of Samsung Electronics Co. Ltd.

NETGEAR is a registered trademark of NETGEAR, Inc.

Phoenix , PhoenixBIOS are trademarks of Phoenix Software Inc.

Award is a registered trademark of Phoenix Technologies Ltd.

AMI is a registered trademark of American Megatrends Inc.

Microsoft , Windows and MS-DOS are trademarks of Microsoft Corporation.
FreeBSD is a registered trademark of FreeBSD Foundation.

Linux is a registered trademark of Linus Torvalds.

VMware is a trademark of VMware, Inc.

Debian is a registered trademark of Software in the Public Interest, Inc.

Red Hat and Cygwin are registered trademark of Red Hat, Inc.

Fedora is a trademark of Red Hat, Inc.

SUSE is a registered trademark of SUSE AG, a Novell business.

Mandriva is a registered trademark of Mandriva Inc.

Ubuntu and Canonical are registered trademarks of Canonical Ltd.

Gentoo is a trademark of Gentoo Foundation, Inc.

Slackware is a registered trademark of Patrick Volkerding and Slackware Linux, Inc.
Mac OS is a registered trademark of Apple Computer, Inc.

Sun, Solaris and Java are trademarks or registered trademarks of Sun Microsystems, Inc.
UNIX is a trademark of The Open Group.

VT100 is a registered trademark of Digital Equipment Corporation.

NEMA is the registered trademark and service mark of the National Electrical Manufacturers Association.
Cisco and IOS are registered trademarks of Cisco Systems, Inc.

GNOME is a trademark of the GNOME Foundation

KDE is a trademark of KDE e. V.

OpenOffice.org is a trademark or registered trademark of Sun Microsystems, Inc. in the United States and other countries.
Kermit is a trademark of Columbia University.

HyperTerminal is a trademark of Hilgraeve, Inc.

ProComm and ProComm Plus are registered trademarks of DataStorm Technologies, Inc.
ZTERM is a trademark of Rod Hewitt.

Telix is a trademark of deltaComm Development, Inc.

ssh is a registered trademark of SSH Communications Security Corp.

F-Secure SSH is a trademark of F-Secure Corp.

MindTerm is a trademark of MindBright Technology.

SecureCRT is a registered trademark of VanDyke Software, Inc.

X Window System is a trademark of the X Consortium.

XFree86 is a registered trademark of The XFree86 Project, Inc.

Accelerated-X is a trademark of Xi Graphics, Inc.

Exceed is a registered trademark of Hummingbird Communications Ltd.

X-Win32 is a trademark of StarNet Communications.

Winamp is a trademark of Nullsoft, Inc.

Averatec is a trademark of Averatec, Inc.

To the best of our knowledge at the moment of writing, the information in this manual is correct. In no event will Belits Computer
Systems, Inc. be held liable for any direct or indirect, incidental or consequential damage, loss of use, loss of data, disclosure of
data, unauthorized access, loss of revenue or other malady resulting from inaccuracies, errors, outdated information or
omissions in this document.

Belits Computer Systems, Inc. retains the right to change products specifications and descriptions at any time without notice.

Various third-party hardware and software products are mentioned in this document for informational purposes as examples of
possible configurations. Belits Computer Systems, Inc. does not endorse them or makes any claims about their performance,
quality or suitability for any purpose.

Most of photos and screenshots in this document are taken from a setup with TD-S448664-G2-001 server running Debian Etch
x86-64 as a server and Averatec 3150 laptop running Ubuntu 6.06 LTS as a client/monitoring computer. Scripts and
configuration notes used in this particular setup may be relevant for other similar setups. Nevertheless those images, scripts and
texts are included as illustrations and examples, and may show hardware and software that differs from a shipped configuration
and particular user's setup.

The particular model of the server that this manual applies to, is referred to as TD-S448664-G2-001 while the line of 1u servers
produced by Belits Computer Systems, Inc. is referred to as TD-44.
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1. Introduction.

TD-S448664A-G2-001 is a general-purpose 1u rack-mountable server, based on an MSI Master3 or Master3-133 series (MS-
9161) motherboard. It can be configured with up to two Opteron CPUs, up to 24G of RAM, and up to three hard drives
(IDE/PATA, SATA or SCSI). It includes two 10/100/1000Mbps Ethernet ports, and can be configured and managed from its serial
console.

A thermosyphons-based CPU cooling system provides sufficient cooling for all models of Opteron CPUs, and leaves sufficient
space for up to two PCI boards (one 64-bit PCI-X and one 32-bit, or two 32-bit boards). The case is designed for easy access
and maintenance, requiring no tools for opening the covers, and minimal amount of tools and effort for maintenance and
replacement of all user-serviceable parts.

500W power supply is integrated with the case cooling system that provides three separate branches of airflow (hard drives to
CPUs, hard drives to power supply to the rest of the system, and hard drives to the rest of the system), ensuring the reliability
under heavy load.

Five RJ-45 jacks (console, two Ethernet ports, two unused ports that can be connected to additional PCI boards) and the power
cord connector are located in the niche in front of the case, allowing the server to be placed into racks without access to the
back, such as "chimney" back to back configurations. Alternatively two internal Ethernet cables can be disconnected, allowing
direct connection to Ethernet jacks on the back of the unit.

Front panel of the server includes Power and Reset switches, Power and Ethernet LEDs, and a 16x2 character LCD.

The server can be preconfigured with Linux, FreeBSD, Windows XP Professional, Windows Server 2003, various VMware
configurations, or be shipped without an operating system.

Fig. 1: TD-S448664A-G2-001 Server



1.1. Hardware overview.

CPU:

1-2 AMD Socket 940 Opteron 1xx or 2xx series. Dual-core Opteron supported with MS-9161 ver.2
boards.

Chipset:

AMD-8131 HyperTransport PCI-X Tunnel.

AMD-8111 HyperTransport I/O Hub.

PCI Slots:

Three 64-bit, 66/100/133 MHz PCI-X slots,
One (MS-9161 ver.2) or two (MS-9161 ver.1) 32-bit, 33 MHz PClI slots.

Up to two PCI boards can be installed in one server.

RAM:

ECC 144-bit DDR at 200/266/333/400 MHz, 184-pin DDR DIMMs up to 24GB.
ChipKill ECC allows continuous correction of 4-bit errors in a failed x 4 memory device.

BIOS:

PhoenixBIOS

4 Mb flash EEPROM

PCI 2.2 compliant, VPD, and DMI

PnP 1.0A, SMBIOS 2.3, ACPI 1.0A/2.0
Supports PXE boot protocol

APM 1.2, WOL

PC2001 system design compliant.

Hard drives:

0-3 IDE/PATA (ATA/100), SATA or SCSI hard drives (types of drives depends on a variant and version
of the motherboard, or additional controller boards installed).

Ethernet:

Broadcom BCM5704 LAN controller
Provides 1000/100/10 Mbps data rates, 64-bit/100 MHz PCI-X bus.

Front niche-mounted RJ-45 jacks (two of them are connected to the network adapters on the
motherboard), or two rear-mounted RJ-45 jacks.

Network boot:

PXE boot protocol supported on both network adapters.

Video:

ATI Rage XL graphics controller with 81 SDRAM.

Hardware Monitoring:

CPUs and motherboard temperatures, CPU voltage, system voltages, CPU fan speed, power supply
intake fan speed, case fan speed. Supported by software on Linux and Windows.

USB: USB 1.1.
Two USB ports on the back panel, additional USB header inside.
Serial ports: First (console) serial port with front niche-mounted RJ-45 jack. Second serial port connected to the

header inside the case.

Serial console:

Full serial console support, including PXE boot monitoring and BIOS setup. Preconfigured as
19200bps, 8N1.

LCD screen:

16x2 characters, compatible with Hitachi HD44780, 8-bit connection to the parallel port.

Power supply:

500W EPS12V.

Input 100-240V, 60-50Hz, 10-6A

+12V 40A max

+5V 25A max 484\W total max
175W total max

+3.3V 20A max

-5V 0.5A max

-12v 0.5A max

+5VSB 2A max

Manufacturer reserves the right to change various components and parameters at its discretion as long as they don't
significantly alter product functionality, compatibility, performance and overall quality.




For the purpose of this manual, “Front” of the server is the side with LCD, power and reset switches and air intake grille. “Left” is
the side of the server to the left for the person facing the front panel of the server, the side with power cord and cable jacks in the
niche.

Fig. 2: TD-S448664A-G2-001 Front view

Fig. 3: TD-S448664A-G2-001 Back view

Fig. 4: TD-S448664A-G2-001 Top view without covers



1.2. Available OS options.

1. Debian 3.1 (Sarge) x86

2. Debian Unstable (Sid) x86

3. Debian Unstable (Sid) x86-64

4. Red Hat Enterprise Linux 5 x86

5. Red Hat Enterprise Linux 5 x86-64

6. Fedora Core 5 x86

7. Fedora Core 5 x86-64

8. Cent0OS 4.3

9. CentOS 4.3 x86-64

10. SUSE Linux Enterprise Server 10 x86
11. SUSE Linux Enterprise Server 10 x86-64
12. SUSE Linux 10 x86

13. SUSE Linux 10 x86-64

14. Mandriva Linux Corporate Server 3 x86
15. Mandriva Linux Corporate Server 3 x86-64
16. Mandriva Linux Corporate Desktop 3 x86
17. Mandriva Linux Corporate Desktop 3 x86-64
18. Mandriva Linux 2006 x86

19. Mandriva Linux 2006 x86-64

20. Ubuntu 6.06 LTS (Dapper) x86

21. Ubuntu 6.06 LTS (Dapper) x86-64

22. Gentoo Linux 2006.0 x86

23. Gentoo Linux 2006.0 x86-64

24. Slackware Linux 10.2 x86

FreeBSD:

25. FreeBSD 6.1 x86
26. FreeBSD 6.1 x86-64
27. FreeBSD 5.5 x86
28. FreeBSD 5.5 x86-64

Windows:

29. Windows XP Professional

30. Windows XP Professional x64

31. Windows Small Business Server 2003

32. Windows Server 2003 Web Edition

33. Windows Server 2003 Standard Edition

34. Windows Server 2003 Standard Edition x64
35. Windows Server 2003 Enterprise Edition

36. Windows Server 2003 Enterprise Edition x64

VMware:

37. VMware Server 1.0 on any available x86 Linux operating system host, with any available x86 systems in virtual
machines
38. VMware ESX Server (in VMware Infrastructure 3)

This list contains operating system options available at the time of writing and tested or expected to be able to run on the current
model of the server. It does not reflect software bundling available from the manufacturer, distributor or system integration
companies, or any certifications by OS vendors and other parties. As new releases of hardware and software become available,
and as they pass various kinds of compatibility testing, this list may be revised.

Server manufacturer does not guarantee compatibility, performance, security or suitability for any purpose of any operating
system and other products listed.



1.3. General notes on hardware installation, config  uration and maintenance.

Due to the space constraints of a low-profile design, replacement of some components may require a specially qualified
technician. Changes between available versions of some components (motherboard versions, cabling for SCSI vs. IDE/PATA vs.
SATA drives, oversize PCI boards, additional wiring for front niche connectors) may require reassembly and components
replacement that should be performed by the manufacturer.

Even though TD-44 series servers are designed to work with a wide variety of components, many existing parts available on the
market have physical dimensions, power and cooling requirements that are not compatible with 1u servers in general, or this
particular model. When performing any madifications or adding components make sure that installed components are
compatible with physical dimensions, power and airflow in the server. Do not obstruct the airflow.

Regular service, cleaning, replacement of hard drives, CPU and RAM, installation of PCI boards that are compatible with pre-
existing configuration, etc. can be performed by a technician familiar with similar operations on 1u servers. Some CPU upgrades
may require upgrades of the fans.

Servers use advanced thermosyphons-based cooling sy stem that is designed to operate in a horizontal pos ition only.
In particular, server's left side (with the jacks a  nd cables) should never be raised more than 7mm (sl ightly more than
1/4™ above the right side while the server is runn  ing. Same applies to tilting the server toward its front or back. This
requirement is easily achieved in properly installe d equipment racks, however it also should be follow ed when servers
operate in nonstandard conditions such as on the la boratory tables, in testing rigs, installed on vari ous brackets,
shelves, etc.

Servers are cooled by the airflow from their airin  take grille in front panel to the air exhaustinth e rear panel. Do not
obstruct the airflow by any objects outside of the case, or place servers into closets, racks and othe  r enclosures that
do not provide sufficient airflow. When servers are installed back to back, or with their back facing the wall, make sure
that sufficient ventilation is provided to remove t he exhaust air. Same applies to the cool air supply to the front of the
case.

Servers are designed to work in conditions with the ambient air temperature up to 35C (95F). Thisme  ans, 35T is the
upper limit for the temperature of the air in front of the air intake, and this limit applies while th e server is operating. It
is not sufficient to install servers in the room th at initially has air temperature kept under this li mit — air conditioning
and ventilation should be sufficient to keep the ai r temperature in the room within the limits while e quipment is
operating. Lower temperature increases the reliabil ity and longevity of equipment. Additional componen ts installed in

the servers or in the same racks may place addition  al requirements on temperature limits and required amount of
airflow.

In special conditions when servers have to operate with higher ambient temperature or using unusual ways of supplying airflow,
manufacturer can provide versions with increased fan performance, higher airflow, low-power CPUs and other modifications,
designed and tested for specific configurations, conditions and applications. Parameters of those versions should not be
expected from general-purpose versions of the servers, and will not be guaranteed if any alterations are made to special-
purpose servers. Unless stated otherwise, server accompanied with this documentation is a general-purpose server.

Make sure that available power outlets and strips, electrical wiring, fuses, circuit breakers, switches, transformers, UPS devices,
generators and other equipment that supplies power to the servers is sufficient for the servers' power requirements and provides
adequate power quality. If cooling or power supplied to the rack are not sufficient to support all equipment that can be installed in
it, install only the amount of equipment that can be supported and leave some positions in the rack unused.

Use proper grounding.
Use grounding strap and/or antistatic surfaces when working on the internal components of the server.

Power supply enclosure in the center of the case co  ntains parts under high voltage. Do not remove, ope  niit, or allow it
to be dented, punctured or damaged in any other way , or allow any objects to be dropped inside the pow  er supply
enclosure through fans and other openings. Do not t ry to repair broken fans, connectors or wiring, and do not install
any additional or replacement screws in the power s upply. Replacement of the hard drives, CPU fans or ~ blowers can be
performed without disturbing the power supply enclo sure.

Thermosyphons-based cooling systems are filled with coolant under vacuum, permanently sealed, and run under
pressure slightly below or above the atmospheric pr essure. Cooling systems have to remain sealed, and should not be
cut, punctured or disassembled. Even though each of two cooling loops contains only up to 20ml (0.7 fl . 0z) of coolant,

it should be noted that coolant is flammable if exp osed to air, and the system loses its cooling prope rties if coolant is
released from it. Do not attempt to replace the coo  lant, modify or repair a broken cooling system. Rep lacement cooling
systems are available from the manufacturer, and ca  n be installed by the user.

Servers' cases are not designed to withstand significant bending, twisting or compressing forces. Servers should be either,
supported along their sides with bracket or rails, or be placed on a flat horizontal surface. When using sliding rails, do not let the



case hang in the pulled out position in a manner that destabilizes the rack or enclosure, damages or places any load on the
cables and jacks, places excessive load on rails, or causes the server's case to hang at an angle. It is usually acceptable to pull
the case toward the front far enough to open the front cover, however it's always recommended to remove the server from the
rack for any kind of service.

Do not drop or bend the case covers. Covers' hooks should easily and securely keep covers attached to the side walls of the
case, and thumbscrews should easily screw into the nuts attached to the case. When installing covers make sure that cables,
wires and wire bundles are not jammed between covers and other parts of the case. When installed, covers should not protrude
above the side walls of the case.

Use cables suitable for their purpose and rated for their working conditions. Do not block the airflow by large cable bundles or
install cable holders, power strips, patch panels, etc. in a way that blocks airflow paths.

Both Ethernet and console cables use RJ-45 connectors. Console jack is white and closest to the front of the case, Ethernet
jacks are black and placed behind the console jack, Ethernet 0 interface is the closest to the console jack and Ethernet 1
interface immediately behind it. Always make sure that console and Ethernet cables are connected to the proper jacks. When
installing cables make sure that connector “clicks” after being fully inserted. Don't use cables with damaged connectors.

RJ-45 console cable layout is the same as the RJ-45 console cable used with Cisco routers.

In various configurations two remaining RJ-45 connectors may be used for other Ethernet interfaces or for other purposes
depending on the additional cards installed in the server and connectors/wiring added to support them. Use those connectors
according to their purpose.

Use NEMA 5-15P power cord, or other AC power cord according to the local standards. Properly connect power cord to the
power supply. Do not pull on the cord to remove its plug from the power outlet, or to disconnect it from the power supply. Don't
use damaged power cords or outlets, or improperly grounded power outlets. When connecting or disconnecting cables or
performing other operations on the server make sure that power cord is not disturbed. Turn server off and disconnect the power
cord before performing any service.

Use compatible PCI cards and risers — take into account their dimensions, interface type and voltage. Some cards may require
special risers and mounting brackets.

In some configurations cables have to be attached to the connectors on the PCI cards' brackets. Make sure that those
connections are secure, forces are not passed onto the card or server through those cables, and the cards are properly
supported and secured.

When installing or replacing hard drives, make sure that all connectors are securely attached, wires and cables are not jammed
under the drive brackets' feet, and are not blocking the airflow to the fans. Do not pull hard drive cables with excessive force. Do
not remove the cable retainer sheet. When removing hard drive cages don't lose the nuts on the mounting screws. Do not
replace any mounting screws with other hardware that may protrude under the bottom of the case.

Use serial console for server configuration. Take into account that full reset of the BIOS setup parameters disables the serial
console redirection and locks you out of the BIOS configuration. To configure a server with disabled console redirection, or with
OS that does not support, or configured not to use the serial console, connect a PS/2 keyboard and VGA-compatible monitor to
the connectors on the rear panel. If the server is configured with an OS that allows login from the network, serial console
configuration can be performed remotely, however this only affects the use of serial console by the OS and not by BIOS. It is
recommended to use 19200 bps 8 bit, no parity, 1 stop bit configuration for BIOS, bootloader and OS console. BIOS error
messages about lack of input devices are harmless.

Though a CD drive can be temporarily attached to one of the IDE ports on the motherboard for the OS installation, a
recommended method of OS installation is booting from the network using PXE. Servers are available with various OS
preinstalled on them.

Three positions for hard drives allow a wide variety of options for storage configuration. Among other possibilities, are 1-3
independent disks, 2-3 disks with RAIDO, 2 disks with RAID1, and 3 disks with RAID5. Additional controllers and external hard
drive enclosures, other external storage solutions, and network-attached storage can be used to expand available storage.
Servers can be also configured with no local hard drives at all, relying completely on networked storage.

MS-9161 motherboards support console redirection for the first console port only (DB-9 connector on the rear panel, connected
to the 10-pin header inside the case by a cable, and further connected to the white RJ-45 jack in the front niche). Second serial
port (a header directly on the motherboard inside the case) can not be used to configure BIOS parameters.

On MS-9161 motherboards some operating systems may see the first serial port as the serial device #2, and detect Break
condition before the first character entered on the console. By default in Linux it triggers “Magic SysRq” control sequence used
for debugging and emergency recovery — if this happens, press before logging in or entering any commands from the
console. To avoid accidental triggering of “Magic SysRq” from serial console, disable it in the kernel configuration, kernel
command line or sysctl. Bootloaders see the same port as the serial device #0.



1.4. Cables and connections.

TD-S448664A-G2-001 server is supplied with the following cables:

Power cord: NEMA 5-15P (or another AC power plug according to local standards) to IEC 320 C13.
RJ-45 plug to RJ-45 plug straight Cat5 Ethernet cables (optional).

RJ-45 plug to DB9 female console cable (optional).

USB to serial adapter (optional).

e N

Other cables may be provided for additional boards installed in the server.

1.5. Dimensions and weight.

TD-S448664A-G2-001 server is designed to be installed in a standard 19" rack, and has outside dimensions 1.73"x17"x28". The
weight of the server varies between 30 and 35 pounds depending on the configuration.

2. Installation.

2.1. General requirements.

The server should be installed horizontally in a 19" equipment rack or cabinet, or on a flat, horizontal surface. The server should
not be tilted in any direction or installed in a non-horizontal position. In particular, server's left side (with the jacks and cables)
should never be raised more than 7mm (slightly more than 1/4”) above the right side while the server is running. Same applies to
tilting the server toward its front or back.

The airflow is directed from the intake in front of the case to the exhaust on the back. Air intake and exhaust should not be
obstructed. There are no air intake or exhaust openings on top or bottom surfaces of the server, so the server can be easily
placed on shelves, or mounted on rails or brackets in a rack with other equipment, including the same type of servers. Even
though the surface of the server's case is warmer than the outside air, it is not specifically designed to perform any heat
dissipation.

To install the server in a 4-pole 19" equipment rack or cabinet, use M4 screws provided with the rails set to attach both rails on
the sides of the unit. Rails specifically designed for this server have different lengths — left-side rail is shorter. This is made for
increased convenience of easier access to the cable jacks in the niche. Other rails can be used as well as long as they have
holes for mounting screws in proper positions. Additional holes may be drilled into rails to accommodate this type of servers.

Make sure that the screws do not protrude inside for more than 5mm or 3/16". Use rails and other rack-mounting hardware to
complete the installation in the rack. After rails are securely connected to the rack, attach the power, network and console cables
while the server is partially pulled out of the rack, and push the server into the rack. Different racks and cabinets may have
different limits for horizontal movement of rails.

Alternatively, the server can be installed in an open 2-pole rack using brackets instead of rails. This configuration uses three
brackets, two in the back, one in front (on the longer right side of the case), leaving an unobstructed access to the niche on the
left side of the case.

When the server is placed on a table, or horizontal shelf, it should be supported over at least 2/3 of its length, and should not
have any objects between the bottom of the server and the supporting surface.

The ambient air temperature should be in a range between 5 and 35T (41 and 95F), and humidity should be between 10% and
90% noncondensing. Lower temperature increases the reliability and longevity of equipment. Additional components installed in
the servers or in the same racks may place additional requirements on temperature limits and required amount of airflow.



2.2. Power, console and network cables.

The server should be connected to AC power (100-240V, 60-50Hz) with a provided power cord, or any other power cord that fits
into IEC 320 C13 jack, and provides reliable connection to power (rated for at least 4A for 200-240V, 8A for lower voltage) and
grounding. No additional grounding connection is necessary. Network cables should be at least CAT5, either straight or
crossover. Optionally provided console cable is compatible and interchangeable with Cisco 72-3383-01 cable.

2.3. Hardware and software configuration.

The servers configured with an operating system, can be installed and booted in their shipped configuration, and used
standalone, or as a part of a larger networked setup. Servers shipped without an operating system should have the OS installed
by the user.

If the server is shipped with any Linux or FreeBSD version, it is configured to use a serial console with 19200bps, 8N1,
RTS/CTS flow control and usable with VT100, ANSI or similar terminal. Also VGA + PS/2 keyboard + mouse connectors on the
back of the unit can be used to attach a monitor, keyboard and a mouse, serving as a console.

Unless stated otherwise in the enclosed configuration sheet, network is configured to use DHCP protocol to obtain an IP
address. If the server is shipped without an operating system, Ethernet interfaces are configured to use PXE protocol for
booting.

Power Management can be configured to immediately turn on the computer after the power cord is plugged in and after the
power is restored in the case of power loss. Initially for safety reasons it is set to remain off when the power is applied until the
power button on the front panel is pressed. If the server will be used in the environment with expected power losses, or will be
shut down by the UPS with an expectation that it will automatically turn itself on after the power is restored, use BIOS setup to
change this option.

2.4. Before the installation.

Make sure that the rack and mounting hardware, or a flat horizontal surface, are suitable for the server installation, and that the
server will be securely placed in a horizontal position.

Check if power outlets are in the acceptable voltage/frequency range, have adequate grounding, can supply the required
current, and are compatible with the provided power cords. If UPS is used, check if it provides sufficient output current to power
the new server and existing equipment.

Determine if the server will be monitored/operated through a serial console (recommended for Linux or FreeBSD) or a VGA
monitor with PS/2 keyboard. If serial port console should be used, configure a separate monitoring computer or a terminal server
to match the parameters of connection in the enclosed configuration sheet. Attach the supplied DB9 to RJ-45 console cable to
the monitoring computer or a terminal server, install and configure serial terminal software if necessary.
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Various computers may have no built-in serial ports, or a monitoring computer may have all its serial
ports used for other purposes. In this case a USB to serial converter can be used instead of built-in
serial port.

Software on the monitoring computer may be any of the following:
Linux, FreeBSD, Solaris:

cu
Minicom
C-Kermit

running in a terminal such as:
xterm

GNOME Terminal

KDE Konsole

or on the text console.

Microsoft Windows (all versions):

HyperTerminal
ProComm Plus
TeraTerm
Kermit 95

Telix

ZTERM

MacOS X:

ZTerm
cu
Minicom
C-Kermit

MS-DOS (all versions):
Telix
ProComm Plus

MS-DOS Kermit

Details and functionality, OS and hardware support may vary between those programs, versions and
their configurations.

Choose the serial port where the cable is connected, and configure serial terminal software according to configuration sheet. If
serial terminal supports “Direct Connection” and “Modem” modes, choose “Direct Connection”.

11



Configure the network to provide an IP address through DHCP protocol, or to accept a host with parameters listed in the
configuration sheet. If the preconfigured parameters are unacceptable for existing configuration, or DHCP server is not installed
on the network, server can be booted without a network, and configured manually from the console. If the server is
preconfigured with an operating system, and you do not intend to reinstall it on the first boot-up, do not configure PXE boot
image for it in your DHCP server configuration.

DHCP server can be provided by various software and networking equipment. The most common
DHCP server software is:

Linux, FreeBSD, Solaris:

ISC DHCP Server

Microsoft Windows (various versions):

Windows DHCP Server

ISC DHCP Server (with Cygwin)

Vicomsoft DHCP Server

MacOS X:

OSX DHCP Server

ISC DHCP Server

IPNetRouterX

Vicomsoft DHCP Server

Cisco I0S (various Cisco hardware):

Cisco 10S DHCP Server

If DHCP is used, a particular IP address can be assigned to the server using its MAC address listed in
the configuration sheet. Particular configuration options necessary for that are described in the DHCP

server's documentation. ISC DHCP Server uses the following format for its DHCP entries in
dhcpd.conf file:

group {
server-name “serverbox-1";
option domain-name "example.com"
option domain-name-servers serverbox-1.example.co m;

host serverbox-2 {
hardware ethernet 00:0C:76:AD:4C:16;
fixed-address 192.168.10.10;

}

host serverbox-3 {
hardware ethernet 00:0C:76:AD:4C:18;
fixed-address 192.168.10.11;

}

}

This example (that should be located at the host serverbox-1.example.com) includes the configuration
of the group of two servers that have fixed IP addresses on a private subnet. The MAC addresses of
both computers are in "hardware ethernet" statement, and are exactly in the same format as listed in
the configuration sheet. Please note that this is a fragment of a configuration file, and the complete
network configuration should include a proper subnet definition, DNS configuration, etc. Particular
details of this configuration usually have to correspond to the set of addresses provided by ARIN or
allocated by hosting or Internet service provider, existing network architecture, etc. Isolated servers, or
private subnets not connected to the Internet directly, should use private IP address space in the
ranges:

10.0.0.0 - 10.255.255.255
172.16.0.0 - 172.31.255.255
192.168.0.0 - 192.168.255.255

as described in RFC 1918.
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Fig. 6 - Fig. 10 show examples of various possible network configurations. Configuration on Fig. 6 and Fig. 7 is a typical setup
used in a lab, Fig. 8 is the minimal setup (no hubs, switches or external network connectivity), Fig. 9 is a small office setup (with
a single appliance is responsible for both connectivity and network services), Fig. 10 is an example of a mid-size office network.

Fig. 6: Photo of a typical configuration with a monitoring computer
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Fig. 7: Typical configuration with a monitoring computer
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Fig. 8: Minimal configuration Fig. 9: Small office configuration example
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Fig. 10: Mid-size office configuration example

In all those examples the monitoring computer is connected to the server through Ethernet network and through a serial console
(in mid-size office example consoles are handled by a terminal server, accessible from a system administrator's workstation over
the network). Minimal setup lacks DHCP server or external network connectivity — user has to configure the server with a static
IP address, and use the monitoring computer to upload additional software and updates on the server. Typical and small office
configurations use existing DHCP server for automatic network configuration, and Internet or media on other computers for
software installation and updates. The network in a mid-size office example can be configured in various ways, with some
servers configured statically, running DHCP for the rest of the network, or all servers relying on a DHCP server on a router.

When configuring a network, make sure that if servers use static IP addresses, they are compatible with network setup and do
not conflict with IP addresses of other devices. If there is an address conflict, disconnect the network cable from the server, fix
the problem from the console, apply all changes, verify that the new parameters are correct, then reconnect the server. If servers
use DHCP, make sure that there are no multiple conflicting DHCP servers on the network, and that DHCP server is configured to
provide IP addresses and other network parameters that match the intended position of the server on existing network. Use
specific MAC address to IP address mapping on DHCP server if necessary.

If the server is configured to use DHCP, yet the network lacks DHCP server, boot the server, wait for the timeouts while the
server is configuring its IP address or starting network services. Ignore all network-related errors and delays caused by unusable
name resolution. Once the server is booted up, login from the console and configure a static IP address, netmask, gateway,
DNS server, etc., then reboot the server or manually restart all network-related services.
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Servers can be installed without any console, however in that situation various kinds of troubleshooting may become difficult or
impossible because the server becomes accessible only after its network interfaces are configured, and remote login services
are started. If console is available, system administrator can easily verify that the server is booted up, check and modify network
configuration, and run various kinds of diagnostic utilities.

If serial console is used, yet the server does not seem to communicate with a terminal when powered up, it may be a result of
console redirection misconfiguration or BIOS configuration reset. Turn server off, connect PS/2 keyboard and VGA-compatible
monitor, then power it up again and use that console for the initial configuration. Once console redirection is configured, boot the
server with a serial console attached, or with both VGA + keyboard and serial console.
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2.5. Installation and server boot-up.

Place the server into a rack, cabinet or on a flat surface. Attach power, Ethernet and console (or VGA + keyboard) cables.

Start all necessary services and perform all configuration on the monitoring computer (if any) and network servers (if they are
used in this configuration).

Press and release the "Power" button on the server's front panel. Five blue LEDs in the logo and LCD backlight should turn on,
fans and hard drives should start spinning, producing a noise. After passing a POST sequence, a BIOS banner will be displayed,

followed by the PXE startup screen or system boot-up.

BIOS setup screen that can be accessed by pressing while the startup screen is displayed.

Note: In this manual all BIOS banners, prompts and configuration screens are shown on a 80x25
characters console while all other screens are on a 80x24 console. This is done to show BIOS screens
with all lines that they are supposed to show on a 80x25 VGA monitor. In real-life setups the console is
usually in a 80x24 characters mode, so the last line of the some BIOS screens is missing. BIOS
menus are designed not to rely on that line being visible. If VGA + keyboard are used as a console,

everything uses a 80x25 screen.
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More messages and configuration prompts may be displayed while additional ROMs initialize some other hardware and/or
attempt to boot from it.

If network ROM and PXE booting is enabled, network interface will be configured using DHCP, and a boot image will be
downloaded from a TFTP server. If hard drive is configured as the primary boot device, system will boot from a local hard drive.

If GRUB bootloader is used (standard setup for Linux and FreeBSD configuration on TD-44 series servers), a GRUB banner and
menu, if enabled, will be displayed. Choose the system option to boot, or wait for timeout to expire, to boot the default system

configuration.

From this point the behavior is OS-dependent. If the server is pre-configured with Linux or FreeBSD, system messages will be
displayed, following the system boot-up process. As various services will start up, network interfaces and LCD panel will be
activated. If the server is configured to use DHCP, and no DHCP server is present on the network, a delay may occur while the
DHCP client will be waiting for a response. If MTA (mail transfer agent) is configured, and DNS server is not reachable, another
delay may happen while MTA is waiting for the name resolution. After completing the boot-up sequence, the login prompt will be

displayed on the console.
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2.6. Logging in and initial server configuration.

If network configuration is incomplete at this point, or has to be changed, the initial configuration should be performed from a
console. In some configurations it is necessary to press once or twice before logging in at the login prompt.

Enter the username at the login prompt, press and enter the password at the prompt (Linux and FreeBSD do not
display any password entry feedback on the console), then press again.

Preconfigured username and password should be included in the configuration sheet. If there are separate entries for system
administrator and a regular user in the configuration sheet, log in as a regular user first on Linux or FreeBSD, and as an
administrator on a Windows-based system.

If the only username supplied is "root" (on Linux or FreeBSD) or "Administrator" (on Windows), this is the administrator user, and
logging in as that user is sufficient to get access to the system configuration.
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If there is another supplied username, this is a regular user with sudo or su access. To perform system administration tasks on
Linux or FreeBSD after logging in as that user, either:

If there is a separate "root" user, in shell enter "su", then root user's password at the password prompt.

If there is no root password supplied with the system, this means that computer is configured with disabled root login, and
supplied user ID has sudo access. Enter "sudo sh ", then enter the regular user's password at the password prompt.

The shell prompt will change to include a '#' sign, indicating that it is running as a root user.

Enter "exit " to return back from the privileged shell.

Linux and FreeBSD may have ssh, xdm/gdm/kdm, VNC and other remote login services preconfigured. Windows-based
systems may have Terminal Services, VNC and various utilities from Cygwin installed for similar purpose. Refer to the
configuration sheet to determine, which ones are installed and enable/disable/restrict them as necessary.

Enabling local X server in xdm/gdm/kdm configuration on Linux or FreeBSD running on TD-44 series
servers is not recommended because ATl Rage XL graphics chip used in those servers is not
designed for modern desktop/workstation graphics use. Using a remote X display usually results in a
superior speed and quality of graphics.

The particular utilities used to perform system administration tasks vary between operating systems, distributions and versions.
Use the particular operating system's manual to determine how to configure local and network-attached storage/RAID, network

parameters, services, users, authentication, etc.
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Remaining logged in as a system administrator while not performing system administration tasks, is
considered unsafe. Enable sudo access for your regular user ID, and use "sudo command' from that
user's shell to perform occasional system administration tasks.

Do not remain logged in, especially at the administrator's console/shell or as user with sudo access,
while you are away from the terminal. Do not give sudo access to users who are not system
administrators.

If necessary, use text editor, utilities and other system administration tools to configure network, users and services. Change
users' passwords from their default values. Always use secure passwords that can not be trivially guessed using dictionary
attacks or personal data. When configuring remote login, network access, services, encryption and authentication keys,
passwords, etc., follow a reasonable security policy. On any computer that should be accessed over the network enable a non-
administrator user that has access to su, sudo or other utility that can allow him an administrator access after entering the
password, and login as that user instead of root.

Do not lose the system administrator's password -- the typical recovery procedure involves enabling
PXE, running the OS installer from PXE boot, and using the installer shell to change the
root/administrator password on the system hard drive.

After the initial configuration is done, you may need to reboot the system while monitoring output on the console. In Linux and
FreeBSD this is done by entering "reboot " (or "halt " to shut down the box) in the root shell, in Windows it's an item in the Start
menu.

After shutdown, the server will turn off its power supply. If you use a serial console, the messages will remain on it while the
server is off. A reboot command will cause the server to immediately restart instead of turning off.

Do not remove PS/2 keyboard and mouse plugs while the computer is running, wait for shutdown to complete.
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2.7. Logging in remotely over the network.

After the server is properly configured on the network, and remote login services such as ssh, xdm/gdm/kdm, VNC or Windows
Terminal Services are enabled, you can login to the server remotely over the network instead of using a local VGA + keyboard or
serial console. The most common protocols used to login to the server remotely over the network are:

to Linux and FreeBSD: to Microsoft Windows:

ssh

VNC

X Window System (X11)

VNC

Windows Terminal Services

ssh (with Cygwin installed)

Linux, FreeBSD, Solaris:

There is a wide variety of software that can be used to access the server running those remote access
protocols. On the client computer the software may be any of the following:

ssh X Window System VNC Windows Terminal Services
OpenSSH Xorg VNC rdesktop
F-Secure SSH XFree86 VNC for Java
MindTerm (Java) Accelerated-X TightVNC

Various other X11R6
derivatives

Tight VNC for Java

Microsoft Windows (vari

ous versions):

ssh X Window System VNC Windows Terminal Services
PuTTY Cygwin Xorg VNC Remote Desktop Connection
SecureCRT Cygwin XFree86 VNC for Java
TeraTerm Pro Exceed TightVNC
Cygwin OpenSSH X-Win32 Tight VNC for Java
F-Secure SSH
MindTerm (Java)
MacOS X:

ssh X Window System VNC Windows Terminal Services
OpenSSH X11 for Mac OS X Chicken of the VNC | Remote Desktop Connection

F-Secure SSH

VNC for Java

MindTerm (Java)

Tight VNC for Java

client to display managers

Various details and functionality, OS and hardware support may vary between those programs,
versions and their configurations with different operating systems and hardware.

Please note that X Window System (X11) has client-server design reversed compared to other
remote-access systems — the user's desktop computer runs X server, the serv
X clients. On the other hand, X display managers (running on servers) are servers
software acts as a server to applications and as a
usable on the client computer for X Window System provides X server functionality.

er computer runs
, SO X server
. Software listed as
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Once server and client software is configured, the server becomes accessible from any point on the network that can establish a
connection to it. ssh provides an encrypted link that allows to access the server through a remote terminal in a secure manner,
with multiple simultaneous sessions. It also allows to forward TCP connections for other software, and to provide an encrypted
link for X applications. Those features made ssh the most common and convenient way of accessing remote servers running
Linux and FreeBSD.

Windows-based systems commonly use Windows Terminal Services or VNC.

Additionally, Linux and FreeBSD often are configured with xdm/gdm/kdm X display managers that allow users to login from other
computers, and run full X sessions over the network. If local network segment is fast and secure (what is usually the case with
switched Gigabit Ethernet), this allows to offload graphics-related processing to desktops/workstations, while running multiple
users' desktop/workstation-oriented software on the server, as shown on Fig. 22-25.

To login to the server remotely, run the client application on the desktop/workstation computer, supplying it the server's address
and, if necessary, username. Once logged in, user's access is similar to the access from a console, with two notable exceptions:

1. Multiple connections are allowed with separate, unrelated sessions.

2. Textis sent at the speed of the network, that is thousands times higher than the speed of a serial port, so the user
doesn't have to wait for scrolling and screen refresh.

3. It's possible to reconfigure the network in a manner that hangs the connection, or locks the user out. When this
happens, the system administrator should either use another computer that still has access to the server, to reverse or
complete the configuration change, or use a console (serial or VGA + keyboard) to login.

The possibility for the system administrator to lock himself out while configuring a server over the
network is one of the two primary reasons for using permanently installed terminal servers such as one
shown in Fig. 10. The second reason is monitoring and diagnostics of hardware and software failures.

To login using ssh, run ssh client and supply the hostname or IP address of the server, and user name on the server. If ssh client
never connected to the particular host before as this user, it will ask to confirm installation of the server's public key — if
confirmed, the key will be stored and used to confirm the identity of the host, to prevent man-in-the-middle attacks in the future.
To authenticate the user for a server, client's public key may be configured on the server in the list of authorized keys, or
password authentication over the encrypted channel will be used every time the user logs in.

In the example on Fig. 20, a user serveradmin  on a monitoring computer venus logs in to the server at the address
192.168.10.97 as the user user . This is his first connection to the server, so the client asks the user to confirm the server's
key, and requests a password to authenticate the user on the server. User interface varies between clients, and may include
preconfigured sessions, options, dialog boxes instead of text prompts, etc.

X11 and VNC allow users to run graphical environments and applications, with physical display device on a client computer, and
applications running on the server (or on multiple servers).
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If the server runs a display manager (xdm, kdm or gdm) that accepts client connections, it allows the user to login to the server
(that would run X11 client applications in X11 terminology) in a manner similar to the login on the console:

On the client computer the user runs X server softw  are. In the following example the user runs Xorg X server as root on a
Linux computer, connecting to the display manager on the host with IP address 192.168.10.97 . The command line places X
server in a background, and exit the root shell:

X11 server program starts, initializes a new screen, connects to gdm (display manager) running on a server over the network.
gdm displays a login screen:

Fig. 22: GDM login screen, as seen from a remote computer

After the user enters or chooses the username and types his password, desktop environment is started on the server, displaying
its user interface on the remote computer. Modern X11 implementations use various kinds of accelerated graphics, including
OpenGL 3D acceleration, and allow users to combine resources of the server with graphical capabilities of desktops and
workstations.

Usually X servers are not started manually from a command line but are included in automatic startup scripts on users’
workstations, or users are given scripts and permissions to run them with sudo.
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There are many different desktop environments for X11 — in this example the user on the server had configured GNOME
desktop to run by default after he is logged in:

Fig. 23: GNOME desktop environment on Debian Linux (initial configuration)

GNOME is one of the most commonly used desktop environments on Linux. In Fig. 24-25 the same GNOME environment is
configured on the server with a different theme, various monitoring applets are added to the panel, and typical GUI applications
are started:

Fig. 24: Calculator running in the GNOME environment on the server.
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Fig. 25: OpenOffice.org Writer running in GNOME environment on the server.

To end X11 session, log out from the desktop environment (in GNOME it's “Desktop”  “Log Out” in menu) and wait for gdm
login screen to appear. That will ensure that all applications and services in X11 session were cleanly shut down.

VNC is used to access servers remotely in a manner similar to remote GUI provided by X11. While X11 is primarily designed as
an interface to accelerated graphics consoles over a fast, low-latency network, VNC is optimized for potentially unreliable, slow,
high-latency connections, and has limited graphics optimization. It allows connecting, disconnecting and reconnecting to an
existing session, sharing access to the same session between multiple users, and other features useful for remote maintenance
and assistance. In a typical setup under Linux or FreeBSD VNC server automatically runs a lightweight session that remote
users can connect to. In Windows VNC allows shared access to the local screen (that may be real, or virtual under VMware or
other virtualization framework).

In the following example VNC server is started on the server from the serial console. Before starting the server (vnc4server
executable) user runs vncpasswd to assign the password used for authentication of remote users.

Then the user can log out and disconnect from the console — VNC server at this point is running X session.

25



To remotely attach to VNC, the user can run VNC client and supply the hostname or IP address, and a display number. Client
connects to the server and asks for the password to authenticate with it:

Fig. 27: VNC client program started on a client computer under GNOME environment

After successful authentication, VNC client displays a window with the remote desktop. In the example on Fig. 28 the client
computer runs GNOME under Ubuntu Linux, server runs Xfce session under Debian Linux. VNC window, containing the remote
desktop, is seen as one of the application windows within the local GNOME environment. If necessary, VNC client can be
switched into a fullscreen mode.

Fig. 28: VNC client is connected to VNC server, running Xfce session

VNC session can be disconnected and reconnected again, with all programs continuing running. VNC also is the most platform-
independent remote GUI — both servers and clients run on Windows, MacOS X, Linux, FreeBSD, and various Unix variants.
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2.8. BIOS Setup.

Servers are shipped in the configuration that matches the installed hardware and their intended application, so usually initial
BIOS configuration is unnecessary. However the server may undergo a BIOS configuration reset that disables a serial console,
the user may need to configure power management to automatically turn the server on when it is powered up by a UPS device,
user may need to install an operating system over PXE, or perform some other changes that reflect installed or upgraded
hardware.

If the serial console is enabled, all configuration can be done from it, otherwise the user has to attach a VGA monitor and PS/2
keyboard to the connectors on the rear panel of the server. It is recommended to switch the serial console screen size to 80x25,
so it will match the VGA screen size — otherwise it will show user interface without the last line, that usually contains the list of
valid keys for any particular configuration screen.

Turn on the computer and wait for the BIOS startup screen, similar to one on the Fig. 12. Press and wait for the BIOS setup
utility to start. Initially it will show the main menu and Main configuration screen:

Main setup screen allows to edit current date, time (usually configured as UTC regardless of the actual location of the server),
floppy drives’ configuration (should be disabled unless you have connected a floppy drive to perform firmware update), IDE hard
drives’ configuration and other options. RAM is shown as visible in the “real” x86 CPU mode that BIOS uses before booting the
operating system.

Advanced setup screen includes OS hints for the BIOS, hardware options and various submenus, among them PCI
Configuration and Console Redirection .
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Console Redirection setup screen configures serial console parameters. This is the screen that should be used from a VGA +
keyboard console if serial console became unusable or disabled. “Com Port Address” on MS-9161 motherboard can be only set
to “Disabled” and “On-board COM A” what means the port connected to the external DB-9 connector, that through the cables is
connected to the white RJ-45 jack in the front niche. Even though server has a second serial port with a connector on the
motherboard, it can not be used as a BIOS console. “Continue C.R. after POST” may be enabled for some bootloaders that
can't use the serial port on their own, and need BIOS to do that for them. GRUB bootloader has its own serial port handling, so
this option is disabled.

The rest of the parameters correspond to the serial port and terminal settings, values on Fig. 31 correspond to the default
configuration:

Settings on this screen are enabled on boot — make sure that before they are saved and the server is rebooted they match the
configuration of the port on the monitoring computer and terminal software. If you are changing some of those parameters while
logged in from the serial console, make sure that corresponding parameters on the monitoring computer are enabled after the
configuration is saved yet before the server boots, or at least before the terminal software is connected to the server again.

PCI Configuration screen (that can be entered from the Advanced setup screen), includes submenus for PCI (32-bit) and PCIX
(64-bit) slots, and also Onboard LAN Device configuration:
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Onboard LAN Device configuration screen allows to enable or disable onboard network interfaces, and enable or disable
Option ROM Scan for those devices. In the following configuration, usually set by default, Option ROM Scan s disabled, so
network interfaces’ boot ROM, responsible for PXE network boot, does not get activated, making it impossible for the server to
automatically boot from the network:

To enable network interfaces as possible boot devices, first enable Option ROM Scan for them.

Save the configuration and reboot the server using the Exit screen or key. Then enter the Boot screen, where two
additional boot devices will be shown in the list (see below).
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Security setup screen allows to enable console passwords for booting or configuration change. It is not recommended to enable
boot password on the servers because that will prevent automated rebooting of the server. Servers are not designed to be
placed in insecure locations, and they are usually turned on for most of their lifetime. It is possible to enable boot password on a
server before it is transported or placed into storage, however this can’t be used as a reliable security measure without a
tamperproof case, that servers of this type lack. Configuration password does not cause any harm, however on a server it does
not serve any useful purpose because physical access to hardware or ability to reboot a server defeat all security measures
already.

Forgotten boot or configuration password can be reset by shortening the CMOS configuration reset jumper pins while the
server is turned off . This however also disables the serial console, so the next boot-up after that procedure should be
performed with VGA + keyboard console, that can be used to restore the BIOS configuration to the desired state.

Power setup screen includes options related to power-saving modes and automatic power-up.
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Boot setup screen contains options that determine the order in which devices are probed for boot-up. The first device to contain
media with a bootloader is used for booting. Please note that hard drives and floppies not intended for boot-up may contain a
bootloader-like program that prints a message, then hangs, so users should not rely on valid but unbootable devices being
skipped. Fig. 37 shows a typical list of devices (“Hard Drive” entry contains all hard drives that also can be prioritized in this list).

Usually it's a good idea to install identical bootloaders on all hard drives.

Fig. 38 shows the same list after Option ROM Scan was enabled in Onboard LAN Device screen (Fig. 34). Two additional
devices are network adapters. To boot the server over the network, move the adapter corresponding to the network segment

with DHCP and TFTP servers above other entries.
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Exit screen allows to save or discard changes, reset the configuration (to the state without serial console) and/or restart the
server.

When any of the actions is chosen on this screen, additional confirmation dialog box appears. If the action involves “Exit”, the
server reboots, and boots up with updated configuration. BIOS setup does not provide means for powering off the server.

2.9. BIOS configuration reset.

To reset BIOS configuration stored in CMOS, while the server is off , remove the jumper from JBAT1 pins 1-2, and shorten pins
2-3, then return the jumper in its original position. JBAT1 jumper pins are located on the motherboard near the battery, and
marked “JBAT1".

Be aware that after configuration reset serial console is disabled, so you will need VGA + keyboard console to configure BIOS
after this operation. Record all settings that you may need to keep, before performing BIOS reset.

Do not change the position of JBAT1 jumper while th e server is on.
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2.10. PXE Boot-up.

When PXE is enabled, a server can be booted from the network — both network parameters and boot image are downloaded
over the network, without any local storage involved. PXE can be used to boot diskless computers, to install an OS over the
network, to copy a preconfigured disk image or “clone” a disk, or to run an easily reconfigured environment on a large number of
servers, with OS and executables being supplied by some servers, and local storage used for local data or temporary cache.

To boot a server (or many servers) with PXE, the system administrator has to configure DHCP and TFTP servers. DHCP server
should provide network parameters and the location of boot image file on a TFTP server. TFTP server should provide the boot
image that a computer that is booting over PXE will download and run.

In a Linux, FreeBSD or other Unix-like environment a common set of software used for PXE boot-up is
ISC DHCP server and tftp-hpa TFTP server.

To provide the boot image name, change the dhcpd.conf file entry for the server that is being booted
by DHCP, to include a boot image:

group {
server-name “serverbox-1";
option domain-name "example.com"
option domain-name-servers serverbox-1.example.co m;

host serverbox-2 {
hardware ethernet 00:0C:76:AD:4C:16;
fixed-address 192.168.10.10;
filename "/debian-installer/amd64/pxelinux.0";

}

}

The boot image, and other associated files that it may request, should be placed under TFTP server's
root directory, so flename option matches the full pathname with root assumed to be TFTP server's
root directory (usually /tftpboot ). In this example, Debian Etch netboot bootloader image
pxelinux.0  is placed under the /tftpboot/debian-installer/amd64 directory, what
corresponds to the netboot directory layout provided on the Debian FTP site. Permissions on those
files should be world-readable, and writable only by root or other administrator user.

Usually more files in the same directory hierarchy contain the bootloader's configuration, archives,
filesystem images, etc. — they are downloaded from the same TFTP server by the original boot image.
In the case of Debian installer, pxelinux.cfg/default file contains the options used for booting,
so if the server is booted over the serial console, it should be edited to configure matching serial port
parameters and other necessary kernel options:

SERIAL 0 19200 0
DISPLAY debian-installer/amd64/boot-screens/boot.tx t
F1 debian-installer/amd64/boot-screens/f1.txt

DEFAULT install

LABEL install
kernel debian-installer/amd64/linux
append vga=normal initrd=debian-installer/a md64/initrd.gz
a ramdisk_size=13746 root=/dev/ram rw nomce console=t tyS2,19200n8 --
PROMPT 1
TIMEOUT 0

“append " line is a single text line, it is split in two to fit this page. Some lines with additional boot
options and help text files are omitted for brevity — use the actual configuration file in the distribution as
a template for editing.
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Once the configuration files and boot images are installed, and services are running, configure PXE as the default boot device in
BIOS setup. After rebooting, network will be auto-configured with DHCP, and boot image will be downloaded over TFTP and
booted on the system:

Please note that this particular installer is capable of running on a serial console, however it does not
automatically configure a serial console login or any remote login service on the installed system, so
by default this will produce a server that can not be administered remotely. To prevent that, after
installation manually edit, or replace with a pre-made copy, GRUB /boot/grub/menu.lst file and
INIT /etc/inittab files in corresponding filesystems (not the ramdisk root filesystem used by the
installer itself).

Please note that even though this example is used for installation and involves interaction with the user, many other PXE-
bootable images are made for unattended installation or booting of multiple computers in large setups. DHCP and TFTP are not
designed to be secure on a physically insecure network, so PXE booting should never be enabled on the network where a
malicious user can install a computer with his own DHCP and TFTP servers. Also files available by TFTP should not contain any
sensitive information such as keys and passwords, or TFTP should be only available within a physically secure network.

One possible solution for a secure setup with PXE involves the use of a separate network segment, connected to the interfaces
with PXE enabled, while all services are available on another interface, with PXE disabled. Placing servers and all other clients
on different subnets, or implementing various kinds of packet filtering on network switches may also be used for this purpose,
however physical separation of interfaces is the simplest and therefore most reliable way to achieve this goal.

Similar security precautions may be necessary for various kinds of network-attached storage, that is commonly used in a
combination with PXE on diskless servers.
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2.11. LCD screen and hardware monitoring.

LCD screen on the front panel is a 16x2 characters panel, connected to the parallel port in a 8-bit (A.K.A. “Winamp”)
configuration, supported by various software. Servers shipped with Linux and FreeBSD run LCDd from Icdproc package to
provide other software a common way to display system identification, resources usage, hardware monitoring information, alerts
and messages from the remote system administrator.

Fig. 42: Front panel LCD

Among other packages provided for this LCD, is showsensors utility that displays hardware sensors information (CPU and
motherboard components' temperatures, voltages, fan speed, etc.) taken from Im_sensors package. Additionally, various
monitoring utilities, loggers, desktop applets, etc. use Im_sensors and other operating systems' sensors-reading utilities to
display and record sensors' data or recognize emergency situations. Screenshots on Fig. 24 — 25 include two temperature
monitoring applets on the top panel, among other system monitoring utilities.

Temperature data, collected from some sensors may b e slightly nonlinear and/or shifted by some offset value due to
particular positioning of sensors and lack of hardw are calibration. Various BIOS versions may introduc e their own
configuration changes that affect reported temperat ures, and those values may change after BIOS re-fla  shing to a
different version. Im_sensors configuration files p rovided with the systems, or on the server manufact urer's web and
FTP sites, are set for the average known offset val  ues, however users should be aware that CPU tempera  tures shown
by all monitoring utilities, are approximate.
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3. Maintenance, hardware reconfiguration, upgrades and repair.

The front compartment contains up to three hard drives, CPU blower, power supply intake fans, network connectors bracket and
the front panel assembly.

Rear compartment contains motherboard, CPUs, cooling system and up to two PCI boards.
Power supply is installed behind the front compartment, and three mounting screws attach it to the front compartment's floor.
There are no user-serviceable parts inside the power supply. Case fan is located under the power supply cover, near the CPU

blower.

Network connectors bracket/shield is attached to the LCD/controls/console bracket with one 3/16” 4-40 screw, and covers the
network cables passing over the power supply.

3.1. Precautions.

All maintenance operations that involve opening the computer case should be performed while computer i s powered
down.
In no situation any liquids should be allowed to be spilled inside the case, or on a working computer.

Do not open the power supply case, or remove any sc  rews on it.

Plug in all fans and blowers immediately after inst  allation. Don't turn the server on without the comp lete set of fans
installed and plugged into the corresponding power or power/sensors headers.

3.2. Hard drive replacement.

Open the front compartment cover by unscrewing two front thumbscrews, then using them as handles, pull the cover horizontally
toward the front of the case, then upwards, disconnecting it from the sliding hooks within the case walls.

Each hard drive is installed in the aluminum cage, attached to the nuts embedded into the floor of the case with four captive 4-40
screws. Unscrew them from the bottom of the case, paying attention not to lose the retaining nuts that keep screws attached to
the hard drive cage. Pull the cage up, using its top as a handle if necessary.

Disconnect the data and power cable connectors. Take the cage outside of the case. If retaining nuts shifted toward the end of
the screws, return them back to their normal position.

Remove four more screws that keep hard drive inside the cage. Even though all three cages are exactly the same, there are two
possible hard drive positions within the cage. Hard drive in the leftmost cage (Primary Master in the IDE version) is shifted
toward the rear of the cage, to leave enough space in front for the front panel assembly. Hard drives in center (Secondary
Master in the IDE version) and rightmost cage (Secondary Slave in the IDE version) are shifted toward the front of the cage,
leaving space for wiring and CPU blower behind them. When replacing hard drives or moving them between those positions
keep in mind those differences in hard drive mounting.

Fig. 43: Hard drive #1 mounted in a cage Fig. 44: Hard drive #2 or #3 mounted in a cage
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Replace the drive, mount it with four screws in the cage, attach power and data cable connectors, and install the cage into its
original position within the case using four original screws.

Before closing the case, make sure that all cables are properly arranged, and do not protrude above the cages.

Close the front cover by pushing it down, then forward until the hooks lock and the cover touches the power supply. Secure the
cover with thumbscrews.

3.3. CPU blower replacement.

Remove front cover and at least two right hard drive cage as described in the hard drive replacement procedure.

Disconnect CPU blower power plug from the power distribution board in the middle of the power supply.

Remove two screws holding the CPU blower guard and CPU blower itself. Pull the CPU blower back and up to disconnect it
from the air duct under the power supply assembly. Install a new blower, aligning it with the duct, so the fan's outlet will fit entirely

inside the duct. Reinstall the guard and screws, reconnect the power plug to the header on the power distribution board.

Reconnect and and put back the hard drive, then close the front cover as described in the hard drive replacement procedure.

Fig. 45: CPU blower (centrifugal version) installed in the case

There are two versions of the CPU blower — a centrifugal blower and a unit with axial fans in a duct for CPUs with higher airflow
requirements. They have the same mounting points and cables, and the same connection to the CPU heat exchanger air duct.

3.4. CPU replacement.

Remove the rear cover by unscrewing two rear thumbscrews, and pulling the cover back, then up using thumbscrews as
handles.

Disconnect the 24-pin and 8-pin power connectors, and 10-pin console ribbon cable connector.

Remove the heat exchangers' cover by pulling it up:

Fig. 46: Heat exchangers' cover Fig. 47: Heat exchangers' cover removed
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Remove the metal flap that covers heat exchangers' air intake:

Fig. 48: Heat exchangers' flap removed Fig. 49: Heat exchangers' flap

Remove the CPU retainer bracket and a spring after removing two #6-32 screws that hold the CPU retainer bracket to the
baseplate.

Remove the cooling system assembly. Be careful, the bottom of the cooling system's evaporator that touches the CPU is
covered by the thermal compound and may stain skin, clothes, paper or various surfaces if placed over them.

Fig. 51: CPU #1 cooling system removed

Fig. 50: CPU #2 cooling system removed

Clean the cooling system's surface with a cleaning cloth or napkin. Use isopropyl alcohol for further cleaning if necessary.

Pull the CPU retainer lever up, lift CPU from the ZIF socket, and place CPU into the storage container. Install the replacement
CPU into the ZIF socket and turn the CPU retainer lever back to secure new CPU inside the socket. Do not apply excessive
force, align CPU and socket markings when installing to ensure a proper CPU orientation.

Clean the bottom surface of the cooling system's evaporator with a dry napkin. If necessary, use napkin soaked in isopropy!
alcohol, then again a dry napkin. Place a small amount of thermal compound on the clean bottom surface and spread it. Clean
the surface with a dry napkin, leaving no remaining thermal compound visible on the surface. Thermal compound will fill
microscopic scratches on the surface, slightly changing the surface color toward gray or white.

Cover the CPU heat spreader with a thin layer of thermal compound. Use a plastic sheet, credit card, special spreader or similar
object to spread a small amount of thermal compound (about the size of a 1-3 uncooked grains of rice) over the CPU heat
spreader surface. Do not place compound on any other surfaces. If spilled, clean the excess of the compound with a napkin
soaked with isopropyl alcohol, then with a dry napkin.

Put the cooling system back in its place. Pay attention to the air duct flap that should cover the fins at the intake side of the heat
exchanger, and the bottom support at the exhaust side of it. The evaporator should rest on the CPU heat spreader surface,
without touching any other components, and pipes should not touch any components on the motherboard.

Install the spring and bracket, attaching it with two screws. One of the CPU #1 bracket screws also holds the wire guard bracket.
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Do not try to move the cooling system after it touched the CPU heat spreader. If it ended up in a wrong position, remove it from
the CPU, re-apply the thermal compound to the CPU heat spreader, clean the bottom surface of the evaporator with a dry
napkin, and re-install it.

Install the metal flap on the heat exchangers' intake, make sure that two small protrusions on its front edge are properly inserted
into slots on the top of the air duct, and it is placed between the heat exchangers, directing air from the air duct to the fins.

Install the heat exchangers' cover. Align all openings in the cover and slide it down until it is held securely from all sides.
Reconnect the 24-pin and 8-pin power plugs, and 10-pin console ribbon cable connectors.

Make sure that all cables are secured in their places, and they do not pass above the CPUs or installed RAM, protrude over the
back panel, or are caught inside the groove behind the power supply.

Install the back cover by sliding it to the front and secure it with two thumbscrews.

3.5. RAM installation/replacement.

Remove the rear cover by unscrewing two rear thumbscrews, and pulling the cover back, then up using thumbscrews as
handles.

If you are removing the installed DIMM module, open two plastic latches on the sides of the RAM socket until they push the
module out, then remove the module and place it into a bag or container.

Pull the plastic latches on the RAM sockets apart, and install new DIMMs. Make sure that modules don't get scratched by
various parts on the motherboard, and wires are not caught between the socket and the module. Edge connectors on the
modules and the sockets have an asymmetrically placed key that align against its counterpart if the module is placed properly.
Do not apply an excessive force to DIMMs or plastic latches.

Plastic latches should start closing while the DIMM is being pushed into the socket. After the module is seated in the socket, pull
the latches toward the center of the socket, to close them further if necessary.

Make sure that all cables are secured in their places, and they do not pass above the CPUs, protrude over back panel, or are
caught inside the groove behind the power supply.

Install the rear cover by sliding it to the front and secure it with two thumbscrews.

3.6. PCI boards installation.

PCI boards should be installed on special 1u risers, and supported by PCI board holders installed on screws wherever
necessary.

Fig. 52: PCI board holder

Some boards may need special brackets, such as standard half-height brackets and special brackets designed specifically for
TD-44 servers' cases and those particular boards. The following should be used a a guide for possible configurations of
PCI/PCI-X board installation in TD-44 servers, however in any particular case the boards should be securely installed, with only
minimal forces passed to the connectors, and no possibility of connectors coming loose, getting disconnected, boards touching
the case covers, or damaging other parts of the servers.
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Most of PCI boards can be installed in two positions, in 64-bit slot and in 32-bit slot:

Fig. 53: PCI board installed in 64-bit slot Fig. 54: PCI board installed in 32-bit slot

Oversized boards (with PCI board protruding above the bracket) may be placed using a different arrangement of risers and
holders. Please note that the board holder is turned 90°from its original position:

Fig. 55: Oversized PCI board

The photos merely illustrate possible positions and application of risers and PCI board holders. Additional holders, insulators and
brackets may be necessary to secure particular boards inside the case.

Various other PCl risers, board holders, custom brackets, etc. can be used to accommodate a wide variety of PCI boards in
TD-S448664-G2-001 servers. Please note that MS-9161 motherboards have 32-bit PCI slots (two in version 1, one in version 2)
running at 33 MHz, and 64-bit PCI-X slots can run at 66, 100 and 133MHz.

PCI-X slots can support 32-bit 3.3V PCI boards but not older 5V PCI boards.
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